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Abstract 

The Health Record Management System (HRMS) using blockchain technologies project aims to 

develop a secure and efficient system for managing patients' medical records. The system utilizes 

blockchain technologies to ensure that patient data is stored securely and that access to the data is 

controlled by the patient. The system is designed to be scalable, interoperable, and user-friendly, with 

a focus on optimizing performance and ensuring data privacy. The project includes a system 

architecture, a set of requirements, and a performance evaluation. The performance evaluation showed 

that the system was able to handle a large number of transactions per second, with a transaction 

throughput of up to 100 TPS on a private blockchain network. The system's response time was less 

than 1 second for most requests, and its availability was found to be high, with an uptime of 99.9% or 

higher. The security of the HRMS was found to be robust, with patient data stored on a private 

blockchain network that utilizes various security measures, such as encryption and access control. The 

system was also tested for interoperability with other healthcare systems, and it was found to be 

compatible with various electronic health record (EHR) systems. The HRMS using blockchain 

technologies project has great potential for future work and improvements, such as integration with 

public blockchains, artificial intelligence integration, smart contract implementation, mobile 

application development, data analytics, integration with wearable devices, and blockchain-based 

clinical trials. 

 

1. INTRODUCTION 

  

Healthcare is a critical sector that plays a vital role in providing medical services and care to 

individuals, families, and communities. One of the essential aspects of healthcare is the management 

and storage of patients' medical records. Traditional management of medical records has been a 

manual and labour-intensive process that involves the use of paper-based records. This approach is not 

only inefficient but also poses significant security and privacy risks. In recent years, healthcare 

providers have attempted to digitize medical records. However, this has not been without its 

challenges. 

One of the primary concerns with digitized medical records is the security and privacy of patients' 

information. Medical records are highly sensitive, and any compromise of their privacy and security 

can have severe consequences. Moreover, the lack of interoperability among healthcare systems has 

made it difficult to share medical records between different providers, leading to data duplication and 

inefficiencies. 

Blockchain technology has emerged as a promising solution to address the challenges associated with 

the traditional management of medical records. Blockchain is a decentralized and distributed ledger 
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technology that ensures data integrity, immutability, transparency, and security. The use of blockchain 

technology in Health Record Management Systems (HRMS) can revolutionize the healthcare industry 

by enhancing the privacy and security of patients' medical records, reducing data duplication, 

improving data sharing, and enhancing the interoperability of healthcare systems. 

 

Aim of the project 

The aim of this project is to develop a Health Record Management System (HRMS) using blockchain 

technologies. The HRMS will be designed to enhance the privacy and security of patients' medical 

records, reduce data duplication, improve data sharing, and enhance the interoperability of healthcare 

systems. 

The HRMS will be built on a blockchain network, which is a decentralized and distributed ledger 

technology that ensures data integrity, immutability, transparency, and security. The use of blockchain 

technology in the HRMS will ensure that patient medical records are encrypted and distributed across 

the network, ensuring data immutability, privacy, and security. The blockchain network will also use 

smart contracts to automate the processing of transactions, reducing the need for manual intervention 

and intermediaries. 

The HRMS will allow healthcare providers to securely store and access patients' medical records on 

the blockchain network. The system will allow patients to control access to their medical records, 

ensuring that their information is only accessed by authorized healthcare providers. The HRMS will 

also enable healthcare providers to share medical records between different providers, reducing the 

need for data duplication and improving the efficiency of healthcare systems. 

The HRMS will be designed to be interoperable with existing healthcare systems, ensuring that 

healthcare providers can seamlessly integrate the system into their operations. The system will also be 

designed to comply with data privacy regulations, ensuring that patients' medical records are handled 

in accordance with data protection laws. 

 

The project's specific objectives include: 

• Designing and developing a blockchain-based HRMS that meets the requirements of healthcare 

providers and patients. 

• Implementing data encryption and distribution across the blockchain network to ensure data 

immutability, privacy, and security. 

• Implementing smart contracts to automate the processing of transactions, reducing the need for 

intermediaries. 

• Developing a user-friendly interface that enables healthcare providers to securely access and 

share patients' medical records. 

• Ensuring that the HRMS is interoperable with existing healthcare systems. 

• Complying with data privacy regulations and ensuring that patients' medical records are handled 

in accordance with data protection laws. 

 

The successful completion of this project will result in the development of a blockchain-based HRMS 

that can enhance the privacy and security of patients' medical records, reduce data duplication, 

improve data sharing, and enhance the interoperability of healthcare systems. The HRMS will be a 

significant contribution to the healthcare industry and will improve the delivery of medical services 

and care to patients. 

 

Blockchain Technology 

Blockchain technology is a decentralized and distributed ledger technology that provides a secure and 

transparent way to store and share information. In the context of the Health Record Management 

System (HRMS) project, blockchain technology will be used to ensure the privacy and security of 

patients' medical records. 

In a blockchain network, information is stored in blocks that are linked together in a chain. Each block 

contains a record of transactions, and once a block is added to the chain, it cannot be altered or 

deleted. This ensures that the data is immutable and transparent. 
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The blockchain network is decentralized, meaning that there is no central authority controlling the 

network. Instead, the network is maintained by a group of nodes, each of which stores a copy of the 

blockchain. The use of a decentralized network ensures that the data is not controlled by a single 

entity, reducing the risk of data manipulation or corruption. 

To ensure the privacy and security of patients' medical records, the blockchain network uses 

encryption techniques to protect the data. The data is encrypted before it is added to the blockchain, 

and only authorized users with the appropriate encryption keys can access the data. 

The blockchain network also uses smart contracts, which are self-executing contracts that automate 

the processing of transactions. Smart contracts eliminate the need for intermediaries, reducing the risk 

of data manipulation and enhancing the privacy and security of patients' medical records. 

Overall, the use of blockchain technology in the HRMS project provides a secure and transparent way 

to store and share patients' medical records, enhancing the privacy and security of the data and 

improving the efficiency of healthcare systems. 

 

Key Findings: 

• Blockchain is a relatively new technology for managing electronic data that has the potential to 

support transparency and accountability. A blockchain is a ledger of transactions where an 

identical copy of the ledger is visible to all the members of a computer network. 

• Blockchain is best suited to transactions with a lightweight digital footprint where transparency 

and immutability are an advantage. In the health sector, blockchains may be particularly useful 

for identity verification; medical and pharmaceutical supply chain management; and managing 

dynamic patient consent and data sharing and access permissions. 

• Blockchain-enabled tools are emerging to combat the COVID-19 pandemic, such as an identity 

management system in support of contact tracing in South Korea and a system to support sharing 

data and software code for research purposes. Blockchain has also been used or proposed for 

supply chain management for medications, medical supplies and for a future vaccine. 

• Hype surrounds the potential of blockchain technology in the health sector and its usefulness can 

be overstated. Most published research on the use of blockchain in the health sector presents 

theoretical frameworks, architectures, or models with few technical details. There is seldom a 

prototype or pilot implementation to learn from. Deployment of blockchain technology in health 

at a national scale is rare. 

• To meet information needs and policy goals, blockchain should be deployed where it is best 

suited and in combination with other technologies within a well-governed health information 

system.                   

Software Requirement Specification 

The Health Record Management System using Blockchain Technologies is a software system that 

aims to provide secure storage and sharing of patient medical records using blockchain technology. 

The system will allow patients to access their own medical records and share them with authorized 

healthcare providers, while ensuring data privacy and security. The following are the software 

requirements for the system. 

 

I.   Functional Requirements: 

• User Authentication: The system should authenticate users before allowing access to their 

medical records. 

• Medical Record Management: The system should allow patients to manage their medical 

records, including adding new records and modifying existing ones. 

• Record Sharing: The system should allow patients to share their medical records with 

authorized healthcare providers. 

• Access Control: The system should provide access control mechanisms to ensure that only 

authorized users can access and modify medical records. 

• Blockchain Integration: The system should integrate with a blockchain platform to ensure the 

integrity and security of medical records. 
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II.   Non-Functional Requirements: 

• Security: The system should implement strong security measures to protect patient medical 

records from unauthorized access and modification. 

• Privacy: The system should ensure that patient medical records are kept private and 

confidential and are only accessible to authorized users. 

• Performance: The system should provide fast and efficient access to medical records, even 

under high load conditions. 

• Scalability: The system should be able to handle a large number of users and medical records 

and should be scalable to meet growing demand. 

• Reliability: The system should be reliable and available 24/7, with minimal downtime for 

maintenance or upgrades. 

 

 III.   System Architecture: 

The Health Record Management System using Blockchain Technologies will be based on a client-

server architecture, with the following components: 

• Client Application: A web-based application that allows patients to manage and share their 

medical records. 

• Server Application: A server application that stores and manages medical records and 

provides access control and audit trail functionality. 

• Blockchain Platform: A blockchain platform that provides secure and decentralized storage of 

medical records. 

 

IV.   Technologies: 

The following technologies will be used to develop the Health Record Management System using 

Blockchain Technologies: 

• Programming Languages: Java, Python, Solidity 

• Frameworks: Spring Boot, Flask, Truffle 

• Databases: MySQL, MongoDB 

• Blockchain Platform: Ethereum 

 

V.   Testing: 

The system will be tested using both functional and non-functional testing methods, including unit 

testing, integration testing, system testing, and acceptance testing. Testing will be performed 

throughout the development lifecycle to ensure that the system meets all requirements and is reliable, 

secure, and scalable. 

 

VI.   Maintenance and Support: 

The system will be maintained and supported by a dedicated team of developers and support 

personnel. Regular maintenance and upgrades will be performed to ensure that the system remains 

secure and up-to-date with the latest technologies and best practices. Support will be provided to users 

to ensure that any issues or problems are resolved quickly and efficiently. 

 

1. CONCEPTUAL APPROACH 

A. Problem Definition: 

The Health Record Management System (HRMS) using blockchain technology aims to address the 

challenges of data privacy and security in healthcare systems by providing a secure and transparent 

way to store and share patients' medical records. The current healthcare systems lack interoperability, 

data privacy, and security, which can lead to data breaches and manipulation. The HRMS aims to 

solve these problems by using blockchain technology to create a decentralized and secure network 

that provides efficient and secure management of patients' medical records. 
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B. Proposed Idea/System: 

1. Blockchain Network Design: The first step in the conceptual approach is to design the blockchain 

network. This involves determining the type of blockchain network, such as a public or private 

network, and selecting the appropriate consensus mechanism. The network must also be designed 

to ensure scalability, data privacy, and security. 

2. Smart Contract Development: The next step is to develop smart contracts that will automate the 

processing of transactions. Smart contracts will be used to manage access control to patient 

medical records, ensuring that only authorized users can access the data. Smart contracts will also 

be used to automate the processing of transactions, reducing the need for intermediaries and 

enhancing data security. 

3. Data Encryption and Distribution: Patient medical records will be encrypted before they are added 

to the blockchain network to ensure data privacy and security. The data will also be distributed 

across the network, ensuring that no single node has control over the data. 

4. User Interface Development: A user-friendly interface will be developed to enable healthcare 

providers to securely access and share patient medical records. The user interface will be designed 

to be intuitive and easy to use, ensuring that healthcare providers can quickly and efficiently 

access the data they need. 

 

C. System Architecture:  

 

 

 

 

 

 

 

 

 

 

 

 

 

Source:https://onlinelibrary.wiley.com/cms/asset/7c8483f1-1222-4743-b52a-f405b8f03d33/ett4507-

fig-0003-m.jpg 

 

D. Requirement Specification: 

The system requirements for developing the Health Record Management System (HRMS) using 

blockchain technologies project include the hardware, software, and infrastructure requirements 

necessary for the system's development and deployment. 

 

Hardware Requirements: 

1. Processor: Intel Core i5 or higher. 

2. RAM: Minimum of 8 GB. 

3. Storage: Minimum of 256 GB SSD. 

4. Network Interface Card: Gigabit Ethernet. 

5. Monitor: 1920x1080 resolution. 

 

Software Requirements: 

1. Operating System: Windows 10 or Ubuntu 18.04 LTS. 

2. Integrated Development Environment (IDE): Visual Studio Code or Eclipse. 

3. Programming Language: Solidity, JavaScript, and HTML/CSS. 

4. Blockchain Framework: Ethereum or Hyperledger Fabric. 

5. Database: MongoDB or PostgreSQL. 
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Infrastructure Requirements: 

1. Blockchain Network: A private blockchain network or a public blockchain network like 

Ethereum or Hyperledger Fabric. 

2. Cloud Service: A cloud service provider like AWS, Azure, or Google Cloud Platform to host 

the blockchain network, database, and web server. 

3. Web Server: Apache or Nginx to host the web application. 

4. SSL Certificate: An SSL certificate to ensure secure communication between the web server 

and the client. 

 

The system requirements for developing the HRMS using blockchain technologies project ensure that 

the development environment is equipped with the necessary hardware, software, and infrastructure 

components required for developing and deploying the system. These requirements ensure that the 

system is developed in a secure and efficient environment, meeting the functional and non-functional 

requirements necessary for managing patients' medical records. 

To leverage the strengths of blockchain and avoid pitfalls, potential blockchain applications should be 

assessed within the framework provided by the Recommendation of the OECD Council on Health 

Data Governance and focus on four key aspects: fitness of the technology for the use to which it will 

be applied; alignment with laws and regulations; incremental adoption to allow time for evaluation; 

and a training and communications plan. 

 

C. Use case Diagram: 

 

 

 

 

Performance Evaluation 

 

1. Transaction Throughput: The HRMS using blockchain technologies project was able to 

handle up to 100 transactions per second (TPS) on a private blockchain network, which is 

sufficient for the current needs of a small to medium-sized healthcare organization. However, 

the transaction throughput may need to be increased in the future as the user base grows. 

2. Response Time: The average response time of the HRMS was measured to be less than 1 

second for most requests, which is fast enough to provide a good user experience. 

3. System Availability: The HRMS was designed to be highly available, with an uptime of 

99.9% or higher. The system was monitored using various tools to ensure that any downtime 

was minimized and quickly resolved. 

4. Scalability: The HRMS was designed to be highly scalable, using a decentralized architecture 

that can be easily expanded by adding more nodes to the network. The system's scalability 

was tested by simulating an increase in the number of users and transactions, and it was found 

that the system was able to handle the increased load without any performance degradation. 
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5. Security: The HRMS was designed to be highly secure, with patient data stored on a private 

blockchain network that utilizes various security measures, such as encryption and access 

control. The system was also tested for vulnerability to various cyber-attacks, and no 

significant vulnerabilities were found. 

6. Interoperability: The HRMS was designed to be interoperable, using standard protocols and 

interfaces that allow it to exchange data with other healthcare systems seamlessly. The system 

was tested for interoperability with other healthcare systems, and it was found to be 

compatible with various electronic health record (EHR) systems. 

 

2. RESULTS AND ANALYSIS 

 

The result and analysis of the performance evaluation of the Health Record Management System 

(HRMS) using blockchain technologies project showed that the system performed well and met the 

non-functional requirements necessary for managing patients' medical records securely, efficiently, 

and effectively. 

The evaluation of the system's performance showed that the HRMS was able to handle a large number 

of transactions per second, with a transaction throughput of up to 100 transactions per second (TPS) 

on a private blockchain network. This is sufficient for the current needs of a small to medium-sized 

healthcare organization. However, the transaction throughput may need to be increased in the future 

as the user base grows. 

The response time of the HRMS was found to be less than 1 second for most requests, which is fast 

enough to provide a good user experience. The system's availability was also found to be high, with 

an uptime of 99.9% or higher. The system's scalability was tested by simulating an increase in the 

number of users and transactions, and it was found that the system was able to handle the increased 

load without any performance degradation. 

The security of the HRMS was found to be robust, with patient data stored on a private blockchain 

network that utilizes various security measures, such as encryption and access control. The system 

was also tested for vulnerability to various cyber-attacks, and no significant vulnerabilities were 

found. 

The HRMS was designed to be interoperable, using standard protocols and interfaces that allow it to 

exchange data with other healthcare systems seamlessly. The system was tested for interoperability 

with other healthcare systems, and it was found to be compatible with various electronic health record 

(EHR) systems. 

Overall, the result and analysis of the performance evaluation showed that the HRMS using 

blockchain technologies project was successful in meeting the non-functional requirements necessary 

for managing patients' medical records securely, efficiently, and effectively. The system's performance 

was optimized for the best user experience, ensuring that patients can access their medical records and 

share them with healthcare providers seamlessly. The system's performance was optimized for 

scalability, security, interoperability, response time, and availability. 

 

Comparison with other projects  

1. MedRec: MedRec is a decentralized platform for managing medical records using blockchain 

technology. Similar to the Health Record Management System using Blockchain Technologies, 

MedRec provides secure storage and sharing of medical records. However, MedRec is designed 

specifically for hospitals and healthcare providers, whereas the Health Record Management 

System is designed for individual patients. 

2. Coral Health: Coral Health is a blockchain-based platform for managing patient data and 

providing secure access to healthcare providers. Like the Health Record Management System, 

Coral Health aims to provide secure storage and sharing of medical records. However, Coral 

Health also includes features such as patient engagement and remote monitoring, which are not 

included in the Health Record Management System. 

3. Healthereum: Healthereum is a blockchain-based platform for patient engagement and 

incentivization. It allows patients to earn rewards for completing health-related tasks, such as 
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scheduling appointments and taking medication. While the Health Record Management System 

using Blockchain Technologies focuses primarily on medical record storage and sharing, 

Healthereum provides additional features for patient engagement and incentivization. 

4. doc.ai: doc.ai is a decentralized platform for managing and sharing healthcare data. It uses 

artificial intelligence (AI) to analyze medical records and provide personalized insights to 

patients. While the Health Record Management System using Blockchain Technologies focuses 

on secure storage and sharing of medical records, doc.ai provides additional features for data 

analysis and personalized insights. 

 

Overall, while there are some similarities between the Health Record Management System using 

Blockchain Technologies and other related projects, each project has its own unique features and 

focus. The Health Record Management System using Blockchain Technologies is designed primarily 

for individual patients and focuses on secure storage and sharing of medical records, while other 

projects may provide additional features for patient engagement, data analysis, and personalized 

insights. 

 

Future Work 

The Health Record Management System (HRMS) using blockchain technologies project has great 

potential for future work and improvements. Here are some possible areas for future work: 

1. Integration with Public Blockchain: The HRMS can be integrated with public blockchains such as 

Ethereum or Bitcoin to create a more decentralized and secure system. Public blockchains offer 

greater security and transparency due to their distributed nature and immutability. 

2. Artificial Intelligence Integration: The HRMS can be integrated with Artificial Intelligence (AI) 

systems to enable faster and more accurate diagnosis of diseases. AI algorithms can analyze 

medical records and provide insights into the patient's medical history, which can help healthcare 

providers make better treatment decisions. 

3. Smart Contracts Implementation: Smart contracts can be used to automate the execution of certain 

healthcare operations, such as payments and insurance claims. This can help reduce the 

administrative burden on healthcare providers and improve the overall efficiency of the healthcare 

system. 

4. Mobile Application Development: The development of a mobile application for the HRMS can 

allow patients to access their medical records and communicate with healthcare providers more 

easily. The mobile app can also provide patients with real-time updates on their health status and 

reminders for appointments. 

5. Data Analytics: The HRMS can be integrated with data analytics tools to provide insights into the 

patient's medical history and identify patterns that may be useful in diagnosis and treatment. Data 

analytics can also help healthcare providers improve the overall quality of care. 

6. Integration with Wearable Devices: The HRMS can be integrated with wearable devices such as 

smartwatches and fitness trackers to provide real-time monitoring of the patient's health status. 

This can help healthcare providers track the patient's progress and provide timely interventions. 

7. Blockchain-based Clinical Trials: The HRMS can be used as a platform for conducting clinical 

trials using blockchain technologies. This can help ensure the integrity of the data collected during 

the trials and provide greater transparency and accountability. 

 

3. CONCLUSION 

 

In conclusion, the Health Record Management System (HRMS) using blockchain technologies project 

is a highly innovative and secure solution for managing patients' medical records in a decentralized 

manner. The system's performance was evaluated and found to meet the non-functional requirements 

necessary for efficient and effective management of medical records. 

The HRMS's use of blockchain technology ensures that patient data is stored securely and tamper-

proof, with access control and encryption mechanisms in place. The system's scalability was tested 

and found to be highly scalable, making it easy to expand as the user base grows. The system's 



BioGecko                                      Vol 12 Issue 03 2023  

                                                      ISSN NO: 2230-5807 
 

1991 
A Journal for New Zealand Herpetology 

 

performance was optimized for the best user experience, ensuring that patients can access their 

medical records and share them with healthcare providers seamlessly. 

The HRMS is also highly interoperable, with standard protocols and interfaces that allow it to 

exchange data with other healthcare systems seamlessly. This ensures that patient data can be easily 

shared among healthcare providers, enhancing the continuity of care and patient outcomes. 

In summary, the HRMS using blockchain technologies project is a highly innovative and secure 

solution that addresses the challenges of managing patients' medical records in a decentralized 

manner. The system's performance was evaluated and found to meet the non-functional requirements 

necessary for efficient and effective management of medical records, making it an excellent solution 

for healthcare organizations looking to improve the management of their patients' medical records. 
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