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Abstract

In recent years, the use of Wireless Sensor Networks (WSN) has become increasingly prevalent
across various fields. This has led to a growing need for secure data communication to protect
sensitive information. To overcome the limitations of WSNSs, lightweight algorithms have gained
popularity due to their speed and efficiency.

This paper presents a novel solution for securing sensing data transmitted over WSNs. The
proposed modified Rabbit encryption algorithm utilizes a 4-D chaotic system as a key generator to
encrypt and decrypt data, providing a robust and efficient solution. The expanded key space generated
by the 4-D chaotic system made brute force attacks practically impossible, ensuring data
confidentiality and integrity. The use of a strong encryption algorithm and chaotic key generator
enhances the system's security and efficiency. The modified Rabbit cipher algorithm encryption
execution duration was less than the original Rabbit algorithm, and the chaos increased the
randomness and complexity of the cipher. Overall, the proposed encryption algorithm provides a
trustworthy solution for securing sensitive data in WSNSs.

The results of the NIST and data quality tests suggest that the modified cryptographic Rabbit
algorithm is more robust than the original Rabbit algorithm.
Keywords: Rabbit stream cipher, chaotic key generation, WSN security, 10T.

1. Introduction

In the past few decades, the electronic sharing of data has become increasingly prevalent due to
advancements in data communications. However, sensitive information related to fields such as
medicine and the military is often transmitted through unsecured communication channels, which
poses a significant risk. With the open nature of the internet, safeguarding this data has become a
major concern. Consequently, encryption was introduced as a solution to protect sensitive information
from unauthorized access [1].

The use of 10T devices has led to an increased need for secure communication, resulting in the
development of lightweight cryptography techniques. These techniques aim to improve performance
while minimizing resource consumption. International Organization for Standardization (ISO)
standards provide a foundation for lightweight encryption algorithms and key distribution methods
can support security among nodes. While standard encryption and hashing algorithms are secure, they
consume significant device resources, leading to a shift towards lightweight security [2]. One of the
essential challenges in encrypting data is the risk of unauthorized encryption, particularly when using
a lightweight encryption algorithm. Such algorithms typically rely on simple arithmetic operations,
like XOR, to achieve fast encryption, but this often results in a low level of security [3].

Encryption algorithms are usually assessed based on the strength and size of the secret key used,
with larger keys generally leading to more secure encryption [4].
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The Rabbit cipher algorithm, which is known for its high performance, was first introduced at the
10t" International Conference on Fast Software Encryption (FSE) in 2003 [5]. It is based on a
symmetric key scheme and requires a 128-bit secret key and a 64-bit initialization vector (V) as
input. During the encryption process, the algorithm utilizes the internal state of 513 bits at each
iteration to produce 128-bit pseudo-random bits that comprise the output block [6].

chaotic systems are currently being employed to enhance cryptosystems, and their properties such
as sensitivity to initial values and boundedness make them well-suited for addressing security
challenges in the 1oT. As a result, they have become a popular choice for developing effective
solutions to these issues[7]. Researchers have successfully employed chaotic theory to encrypt
extensive data sets, such as images, audio, and video data. This is because chaotic maps process
valuable properties, including the ability to generate long-period keys, pseudo-random numbers, and
sensitivity to changes in system parameters and initial conditions. However, despite the high security,
high-speed data encryption, and low computational power and overhead requirements that come with
using chaotic maps, there are still challenges that researchers must overcome. Consequently, there is a
need for new methods that rely on the synergy between chaos and digital logic to encrypt information
for fast and secure networks [8]. The non-linear nature of chaotic systems makes them a potent tool
for encryption, and researchers have been driven to utilize chaos theory in cryptography because of
the similarities between the two fields. Both chaos theories and cryptography share features, such as
sensitivity to parameter changes, long-term unpredictability, and random behavior [9].

R. H. Al-Hashemy and S. A. Mehdi introduced a new algorithm for image encryption that utilizes
a novel 3D chaotic system based on magic squares. The proposed technique involves generating a set
of chaotic keys using the chaotic system, arranging them into a matrix, and dividing them into non-
overlapping submatrices. The original image is also divided into sub-images, each of which is
multiplied by a magic matrix to produce another set of matrices. The XOR operation is then applied to
the two sets of matrices to generate the encrypted image. The encryption method is evaluated in terms
of security and statistical analysis and is found to be highly resistant to different types of attacks.
Additionally, the encryption and decryption times are fast. Overall, the proposed encryption algorithm
presents a simple yet effective solution for image encryption, utilizing a chaotic system and magic
squares to achieve a high level of security [10].

H. K. Hoomod et al. proposes a secure loT data sensing system based on a novel 5-D chaotic
system and encryption algorithms, including a hybrid Speck-Present algorithm and modified Present
and Speck algorithms. The proposed system provides high-level security for sensitive information
generated from loT sensors and is designed to provide users with flexibility and ease in managing
change operations. The encryption algorithms passed several tests and are proven to have strong
security due to a large key-space and passing all NIST tests [11].

The Rabbit algorithm has not been extensively utilized in practice, and the majority of its
applications have been for text encryption. According to Obaida, T. H. et al., the Rabbit algorithm is a
fast and efficient method for encrypting digital images, but it has been found to be inaccurate in
practice. To enhance its efficiency, the algorithm has been modified to incorporate the use of the Lévy
flight algorithm to produce random numbers for the initial vector, which has resulted in improved
efficiency. The improved algorithm has been found to be more effective than the original algorithm in
terms of various evaluation metrics, including entropy, MSE, and PSNR. Additionally, the improved
algorithm is resistant to brute force attacks and can encrypt images in real-time, making it suitable for
use in video applications. Overall, the use of the Lévy flights has resulted in enhanced security for
images encrypted using the improved Rabbit algorithm [3].

437

A Journal for New Zealand Herpetology



BioGecko Vol 12 Issue 04 2023
ISSN NO: 2230-5807

V. Tiwari presents an optimized security protocol for WSNs that provides data confidentiality,
authentication, and integrity while being energy-efficient. The protocol is designed using Rabbit
stream cipher for confidentiality and Rabbit-based MAC function for authentication. The proposed
protocol uses a new packet format that reduces packet size and promotes the reuse of fields in the 1V,
thus saving battery space. The protocol also uses the next state function for computing MAC,
reducing the space requirement for maintaining a separate MAC algorithm [12].

2. The Proposed Cipher System

The proposed cipher system is an encryption scheme that combines the 4-D chaos keys generation
stage and the modified Rabbit stream cipher to provide a highly secure and efficient data transmission
as follows:

2.1.  The 4-D Chaos Keys Generation Stage

Chaotic systems, due to their randomness, have gained popularity among researchers. Their
outputs have been used in encryption operations in recent years. Several chaotic systems, such as the
logistic, Lorenz, Hanon, Chen, and Cat systems, have been researched and used. The Lorenz system,
for instance, has one positive dimension exponent, represented by Lyapunov (2.16, 0, -32.4). Several
researchers have attempted to modify the Lorenz system to improve its Lyapunov exponent.

A novel 4-D chaos system was developed to meet the needs of the Rabbit algorithm, which
required 4-D chaos keys (K1, K2, K3, and K4) for its security and complexity. The chaos key
generator stage includes a novel chaotic system with different initial and parameter values, as shown
in equation (1). The novel 4-D system Lyapunov exponent values were tested and produced Lyapunov
exponent values of (1.008, -1.989, 0.564, and 0.332).

xt[i + 1] = xt[i] -s* (Xt[i]-yt[i]+Kt[iT*kt[i])*dt

yt[i + 1] = Vi +(-yt[i]-xti]*zt[i]+rexti]+ke[i])*dt

zt[i + 1] = zt[i] +(xt[i]*yt[i]-b*zt[i]+kt[i])*dt (D)
Ktfii + 1] = Kt[i]+(u * yt[i] * (1-kt[i]))*dt

Where b=8.8/3.0, r=30.0, s=11.0, and u=0.25 are the chaos parameters, while x=0.400000000001,
y=0.10002, z=0.1903, and k=0.102 are the initial values of the chaotic system.

These equations were used to generate dynamic keys (chaos generation keys (K1, K2, K3, and
K4)), which are sensitive to the initial values, and any slight change in the initial values will lead to a
significant change in the output value. To ensure more complexity, the new chaos keys were
generated from the four-dimensional equations of the novel chaotic system using K1 for the 128-bit
secret key and K2 for a 64-bit IV. The map of the proposed novel 4-D Chaotic System is shown in
Figure 1. Algorithm (1) shows the generation of the chaos key operation.

Algorithm (1): The 4-D Chaotic System Algorithm

input: initial values and parameters. where x = 0.400000000001, y = 0.10002, z = 0.1903, k = 0.102,
and d(t) = 0.01 are the initial values, while b =8.8/3.0, r =30.0, s=11.0, and u = 0.25 are the chaos
parameters.

Output: Chaos Keys K1, K2, K3, and K4.

Begin
Step 1: Calculate the values of xt, yt, zt, and kt using the novel 4-D chaotic system equations(1).
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Step 2: Split xt[i+1], yt[i+1], z[i+1], and k[i+1] into fractional part(vl, v2, v3, and v4) and integer
part(nl, n2, n3, and n4) respectively.

Step 3: Convert the (v1, v2, v3, and v4) to positive integer numbers and split each of them into two
parts fractional v11, v21, v31, and v41 and integers n11, n21, n31, and n41 (which represent
chaos keys K1, K2, K3, and K4) respectively.

Step 4: Save the values of keys K1, K2, K3, and K4 to a file.

End.

Figure 1: Map Of the Proposed Novel 4-D Chaotic System.

The Modified Rabbit Stream Cipher

Rabbit is a high-performance stream cipher algorithm that utilizes the same secret key for
encrypting and decrypting data. The algorithm takes a 128-bit key and a 64-bit IV as inputs and
produces a block of 128 pseudo-random bits after each iteration by combining the internal state 513
bits, and then performs encryption and decryption by XORing the resulting pseudo-random data with
plaintext or ciphertext. The internal bits are split into eight state variables and eight counter variables,
with each variable being 32 bits in length, along with one counter carry bit that is necessary to be
stored between iterations. With a 128-bit key, there are 2128 possible key combinations, which is a
very large number. This makes it extremely difficult, if not impossible, for an attacker to try all
possible keys and successfully decrypt the ciphertext [13].

The Rabbit algorithm was modified to work in conjunction with the Novel 4-D Chaos System
that generates chaos keys (K1, K2, K3, and K4). K1 is used as the encryption key and K2 is used as
the 1V. This occurs to both parties (encryption/decryption). To increase security, the chaos keys may
change over time, so K3 and K4 are used instead of K1 and K2 at different times. Figure 2 shows the
original and modified Rabbit algorithms and the difference between them.
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(Proposed Cipher System)
Chaotic Key Generator
Key v 7 7 7 7
i/ Keyl Key2 Key3 Key4
Rabbit Algorithm \l/ \|/

Key-Setup Rabbit Algorithm
Key-Setup

IV-Setup \L
IV-Setup

Encryption Message Encryption Message

Figure(2-a): Original Rabbit Algorithm [3].  Figure(2-b): Modified Rabbit Algorithm.

Figure 2: The block diagrams show the difference between the original and the proposed rabbit
stream cipher.

3. The Proposed System Implementations and Results

The proposed cipher system consists of two stages: chaos key generation and encryption. In this
section, we will discuss each stage of implementation along with the corresponding results.
3.1. Chaos Keys Generator

A chaotic system is used to generate four-dimensional chaotic keys. The system is a modified
version of the Lorenz system that produces four random sequences, namely K1, K2, K3, and K4. The
chaotic nature of the system was verified by the presence of positive Lyapunov exponent values. This
approach ensures that the generated keys are highly unpredictable and suitable for cryptographic
purposes.

Figure 3 shows the results of the chaos values when applying the novel 4-D Chaotic System.
While Figure 4 shows the significant difference observed in the results when there is a slight
modification in the initial values of the system, that is, Y,, when compared.
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Fle Edt Vew Lanquage Python

0.400000000001 0.10002 0.1993 0.102 B.36585776000089 0.21927860000029809 0.18613794666666766 0.10222454489999999 0.34B58456806702354
0.32718438732737576 0.18250239345423447 0,10271670226227239 0.3450699688340623 0.42887890571689735 0.17931667121388084 0.1034506449773459
0.353111727981588% 0.528526845/931416 0,17657115428607473 0.10441192274310417 0, 3712081874836594 0,6295957215031613 0,17430214326580765
0.1655952785971105 0.3984042763197786 0.7350711494923771 0.17258234404891473 0.10700306206182908 0,43417817027896494 0.8476241760725163
0.17151851413760408 0.10864410277598754 0,47835884139877566 0.9697431304768681 0.17125394455584136 0,11053293979591725 0.5310671848115738
1.1038394726046643 0.17197467691698923 0.11268932622446315 0.5926752592018721 1.2523348255090425 0.17391910886833603 0.11513794758990534
0.6637795693283871 1.4177346589611257 0.17739113982392493 0.11790830649991677 0.7451853686264037 1.6026927800910797 0.1827773824675604
0.12103473641555872 0.8378997490714079 1.810069779930939 0.19856929204727135 0.1245565146203028 0.943131876679177 2.042987792379384
0.20139139477081314 0.1285180491126108 1.0622991696219515 2,304883271509497 0.21603716345525623 0.13296911657996557 1.1976385343735352
1.599558919853327 0.23551452034703568 0.13796512902765792 1,3492219953252744 1,931235342694532 0. 2611034677015213 0.14356740512280983
1.520976187556385 3.304602396499611 0.2944289786785543 0.14984341884965885 1,7147052350211598 3.724869468335061 0.3375530450366567
0.1568669925383322 1.9331165028174067 4.197812974349224 0.3930906907455442 0.16471839353143092 2.1792485782774733 4.7198180783724275
0.4643558297835443 0.17348428344360348 2,4565005756617047 5.327309846087675 0.555544061505765 0.18325745588917194 2.7686614329432744
5.9997665518152585 0.6719608129659764 0.1941362824953889 3.1199372174392686 6.753704359131934 0.820304547864972 0, 20622376793940300
3.514973496354518 7.598617731566603 1.009015854663369 0.2196260929360105 3.95886844395103 §.54385322422122 1,2487037165431312
0.23445050045468133 4.4571703956927715 9.598985192776194 1,5526594883869327 0.25080235685465935 5.015850822929524 10.773449804062514
1.9374659599288158 0.2687811995621967 5.641239944197963 12.075577962601298 2.423701607754828 0.2884755721679554 6,33990712909119
13.51374809873152 3.036726008794507 0.30995645544383604 7.118461605281783 15,091156712303471 3.8075073562098782 0.3332691420395556
7.9832405517402325 16.808080368915288 4.773411361539678 0.35842349169557963 8.939841517695571 18.65748305414935 5.978805017831804
0.3853826654315515 9.992444908831583 20.622218812325148 7.4752299801954125 0.41405069674046246 11.142861860474037 22.670912366239286
9.320760928210712 0.44425963360233156 12,389237087682881 24,75296488241957 11.51798298479839 0.4757574864647897 13.724342574658515
16,792480772866032 14.309815797421312 0.5081987991470124 15,13342851432135 28.68301258368569 17.572235034206074 0.5411402346918276
16.59167115905517 30.28234078722205 21.402917413988817 0.574043935748031 18.061396909734928 31.411657498650683 25.80518534521628
0.606291302493186 19.489490767852985 31.861245953197322 30.727686290094437 0.6372089993861215 20.805719%66878748 31.467184399801768
3b.04230167925019 0.6601063498053152 21.923074310882670 29.842629251362997 41.52621272919422 0.6923229984091837 22.741501129691606
17.024226007971794 46.,8574555004387 0.7152777251291598 23.156322421655172 22,927498090709353 51.635837583061104 0.7345137228931934
13.071805600248165 17.69550393720879 55.437696867565066 0.749731063171883 22.41858178393445 11.657110238003408 57.90169400512527
0.7608026505643904 21.171149639840397 5.292983072486873 58.8242111331641 0.7677735252419132 19.359708936364048 -0.8540858944912827
58,126364041854655 0.7708464522416079 17,670763037681814 -6, 303088651270622 56.36121685960624 8.7703568164792530 14,434359893180481
-10.732415060555148 53.63967273889491 0.7667381631195254 11.601347033083332 -14.029658969020568 50.524754305114755 0.7604795059915535
8.718320174158254 -16.26290555889452 47.422670216003795 0.7520785288739789 5.908166911027192 -17.611719890335756 44.62127383204435
0.7419987201966172 3.2604175317921915 -18,292031966745952 42.2792733131494 0.7306391045185039 ©.8309264618373197 -18.502160835911912
40.44939106984405 0.7183212092416568 -1,3524715838761998 -18.39%787750249352 39.11690187125838 0.7052920435149667 -3.282064417508254

40 ANNAZIAACATAAS AR NACIICANCANATS A FAATITAAAMATET AT 4 AFATAVAATCAIACA AT FAATCATTAANIAAS 17 TAAICTAMANIT A CTINANAACANS1ACY

v

Figure 3: Sample of the result of apply the Novel 4-D Chaotic System
(Xo = 0.400000000001, Y, = 0.10002, Z, = 0.1903, K, = 0.102)
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Fle Edt View Language Python

0.400600000001 0.100020001 0.1963 0.162 0.36585776011089 0.21927860099029808 0.18613794667066766 0.10222454490224439 0,34858456827377304
0.32718438834027885 0.18250239346200278 0.10271670226673815 0.34506996917938776 0.42887890678133656 0.17931667123067324 0, 10345064498460017
0.3531117283613637 8,5285268469350312 0,1765711543025282 0.10441192275221703 0.37120818794705746 0.6295957227468668 0.174302143287909
0.10559527860876797 0.3984042768599455 0.7350711508619512 0.17258234407801884 0.10700306207624928 0.4341781709178598 0.8476241775921658
0.1715185141754904 0,10864410279343881 0.47835884213413643 0.9697431321719039 0,1712539446048043 0.1105329398167179 0. 531067185651993
1.1038394745020723 0.17137467697996338 0.11268932624898258 0.5926752601579522 1.2523348276380677 0.1739191089430615 0.11513794761856608
0.6637795704127653 1.4177346613538302 0.1773911399271666 0.1179083065331975 0.7451853698538344 1.6026927827828947 0.18277738259935652
0.12163473645399797 0.8378997504588973 1.810069782961224 0.1905692922153168 0.12455651466458307 0.9431318782461627 2.0429877957920026
0.20139139498487654 0.12851804916324316 1.0622991713905252 2.3048832753534167 0.2160371637277456 0.13296911663777441 1.197838536368706
1.5995589241832424 0,2355145206937076 0,13795512909346564 1.3492219975752695 2,9312353475715085 0.26110346814237867 0.14356740519752123
1.5209761908329895 3.3046024019917464 0,2944289792389808 0.14984341893426475 1.714705237880082 3.724869474518104 0,33755304574884876
0.15686699263391264 1.9331165066386835 4.197812981367207 0.3930906916503132 0.16471839363915353 2.179248581905884 4.729818886198137
0.4643558309325797 0,17348428356472528 2.4565005797471957 5.327909854882973 0.5555440629644856 0.1832574560250317 2.768661437541367
5.9997665616910805 0.671960814817975 0.19413628264739777 3.119937222611419 6.7537043702077995 0.8203045502124975 0,20622376810902832
3.514973502168381 7.598617743969383 1.0090158576386017 0.21962689312475115 3.9588684504805545 8.543853238082777 1.2487037203167056
0.23445050066403358 4.457170403018021 9,598985208229399 1.552659493152719 0.2508023570860692 5.015850831136081 10.77344982123492
1.937465965949045 0, 26878119981699785 5.641239953375096 12.075977981603531 2.4237016153464834 0.288475572447285 6.339907139332111
13.513748119651119 3.0367260183466427 0.3099564557485377 7.118461616676581 15.091156735172612 3.80750736819508 6.3332691423700517
1.983240564372976 16,80808039369046 4.773411376524157 0.3504234920517257 8.9394415316359 18.657483080676893 5.976805036481484
0.38538266586247016 9.99244492412355 20.,62221884026667 7.475230003273743 0.4140506971443652 11.142801877120662 22.67091239504382
9.320760956561701 0.4442596340263417 12,389237105625435 24.752904911283586 11.577983019305583 0.4757574869047877 13.724342593749776
26.79248080041661 14,309815838930593 0.508198799597533 15.133428534292767 28.683012608263848 17.57223508339841 §.5411402351460454
16.591671179479256 30.28234080659648 21,402917471199044 0.5740439361978728 18.061396929986742 31.411657502101 25.80518541014412
0.6062913029296036 19.489490787678424 31.861245953660152 30.72768036155161 0.6372089097995379 20.805719983982343 31.407184386197567
36.04230175483109 0.6061063501862214 21,92307432455259 29.842629222140047 41.52621280518319 0.692322998748926 22.741501138481574
17.024225959837263 46.857455577578065 0.7152777254202153 23.156322424137645 22,927438025399153 51.635837645545536 0.7345137231303226
23.071805595235066 17.695503858010987 55.43769691172339 8.7497310633520728 22.418581770731365 11.657110150686464 57.90165482883064
0.7608026506870571 21,171149618464256 5.292982984413802 58.82421113506101 0, 7677735253087901 19.359708906240545 -0.854685975923049
58.22696402392908 0.7708464522564675 17.07076300315735 -6.303088720307705 56.361216826731464 0.770356816447494 14,434359854865011
-10.732415114179918 53.63967269732268 0.7667381630476306 11.601346993095966 -14.029659087051473 50.52475426113364 0.7604795058864582
§.718320134403683 -16.26290558323639 47.42267017450915 0.7520785287424245 5,908166872989784 -17.611719963891576 44.62127379610861
0.741998720044627 3. 260417496472569 -18.292031972483038 42.279273284164404 0.7306391043510782 0.8309263697986884 -18.502160836311276
40.44399104798123 0.7183212090627112 -1,3524716124062328 -18.396787747116814 39,11690185595%6 0.7052920433274620 -3.28200444252631

Figure 4: Sample of the result of apply the Novel 4-D Chaotic System
(X, = 0.400000000001, Y, = 0.100020001, Z, = 0.1903, K, = 0.102)

The variation between the results of Figures (3) and (4) indicates a slight increase in one of the
initial values, not exceeding 0.000000001. In Figure 3, the initial values used were (X, =
0.400000000001, Y, = 0.10002, Z, = 0.1903, and K, = 0.102), whereas the results shown in Figure 4
were obtained using the initial values (X, = 0.400000000001, Y, = 0.100020001, Z, = 0.1903, and K,
=0.102).

The system generates four chaotic keys as the final result. The decimal part of the floating-point
value of xt[i+1] is first multiplied by 100000, and then passed to a function that returns the fractional
and integer parts. The fractional part is multiplied by 10000 and passed back to the function to obtain
the fractional and integer parts again. The resulting fractional part (a decimal value between 0 and 1)
is then converted to a hexadecimal number using the hex function and stored as a string. This process
is repeated for xt, yt, zt, and kt to get a unique identifier for each point in space. The results are stored
in a file and used for the encryption and decryption phases that occur in the system that will use the
proposed mechanism.

3.2.  Key Sensitivity Analysis

To evaluate the sensitivity of the cipher system's key, one of the initial values of the proposed
chaos key, Y,, was changed slightly from 0.10002 to 0.100020001. This small difference in the input
initial value resulted in a significant difference in the output generated by the 4-D chaos keys, as
shown in Figure 4.
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As a result, a slight change in the key value when applying the same text leads to a significant
difference in the encoded text, showing the key's sensitivity. This is due to the algorithm's sensitivity
to changes that may occur in the key, as illustrated in Table 1.

Table 1: Key Sensitivity with Modified Rabbit Algorithm

Input Text Iragi Commission for Computers and Informatics/ Informatics Institute
for Postgraduate Studies

Key 1 (chaotic) 1e5011d826f06bf1ffb10b41fea22891

IV 1 (chaotic) 2198112322c91abd

Encrypted Text c2bac28hb1d4fc3b66fc3adc2bcc28419536e7d6e6¢6fc29b3b41c3a56066

7d64c3b4c2b715¢395c2aalfc296¢c2bac394c2b94e7ec3b5c2abc28901c¢
3943d5ac3be28c¢396c3bdc2a0547b61c3b5¢2ae0044¢3blc2af15¢29310
42c3a53f4cc39cc2alc29e101a7bc3alc2b5¢383c2all74f6ac3a8c2h502
4262c3aa31¢387717b607f61606473

Key 2 (chaotic) 1e5011d826f16c01ffb10b41fea228al
IV 2 (chaotic) 2198112422calabe
Encrypted Text 35¢38c3ec39e3e0bc39625¢388c2bf0047¢3a2924¢3893dc3bf09¢c39829¢

28d154478c3bac2b0c296144ac3afc3ae06¢3a521¢282¢29806¢392¢2b5
c29f1bc39ac2a9¢287¢29408¢29217¢2b009¢39829¢38037¢39fc2bc09c
3867a64787871c3abc3abc2bcc290c297595a71c3bdc3a733c39ec2abce2
9811¢3893c4cc3alc2abl1c397¢3b9c2bf02¢38ec2h907¢39228

3.3. Key Space

The modified Rabbit encryption algorithm utilizes a 128-bit key, providing 2128 potential keys.
However, by incorporating the new 4-D chaotic system, the algorithm generates an infinite number of
chaotic keys, significantly expanding the key space and increasing the difficulty for attackers
attempting to perform brute force attacks to guess the secret key or IV. The size of the key space is
calculated from the 4-D chaos key generation's parameters and initial values (Xy, Yo, Zg, Ko, b, 1, S,
u), resulting in a key space size that effectively resists brute force attacks. This robustness makes the
proposed algorithm a trustworthy solution for encryption and decryption operations.

3.4. NIST Statistical and Other Standard Tests

The proposed cipher algorithm underwent a series of tests using the National Institute of Standards
and Technology (NIST) suite, which is widely recognized for evaluating cryptography system
security. The objective of these tests was to evaluate the strengths and potential weaknesses of the
proposed algorithm. The results of these tests were analyzed in detail and presented for the modified
Rabbit cipher algorithm. Table 2 provides a summary of the NIST suite test results conducted on the
modified algorithm, confirming that the proposed modifications offer robust security and can
effectively defend against various attack types. A test is considered successful if the p-value falls
within the range of 0.01 and 0.99, indicating a high level of confidence in the cipher’s security.
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Test no. NIST statistical tests Results Name P-value
Test 1 Frequency Test 0.6211
Test 2 Frequency within Block Test 0.6834
Test 3 Run Test 0.5158
Test 4 Longest-Run-of-Ones in a Block Test 0.7894
Test5 Binary Matrix Rank Test 0.5180
Test6 Discrete Fourier Transform Test 0.4286
Test 7 Non-Overlapping Template Matching 0.5609
Test 8 Overlapping Template Matching Test 0.3690
Test9 Maurer's Universal Statistical 0.9796
Test 10 | Linear Complexity 0.6793
Test 11 | Serial Test 0.4894
Test 12 | Approximate Entropy 0.6003
Test 13 | The Cumulative Sums test 0.5472
Test 14 | Random Excursions Test 0.3812
Test 15 | Random Excursions Variant 0.8942

Table 3 presents the encryption and decryption times for the modified Rabbit and Rabbit
algorithms when operating on files of varying sizes. The results of the experiments demonstrate that,
overall, the modified Rabbit algorithm is faster than the Rabbit algorithm in terms of both encryption
and decryption. While the time difference in performance between the two algorithms is generaly
small, it becomes more significant with larger files. The table indicates that the modified Rabbit
algorithm is ultra-lightweight.

Table 3: Modified Rabbit and Rabbit algorithms encryption/decryption results for various sizes

of files

File Size Modified Rabbit | Rabbit ~ Enc/Dec

bytes Enc/Dec Time | Time (msec)
(msec)
6.081 6.394

128 6.021 6.424
9.804 9.917

230 9.726 9.907
21.013 23.128

>12 21.009 23.108
34.984 38.864

1024 34.948 38.792
53.832 62.945

2K
52.986 62.901

4K 84.446 98.098
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83.096 97.059
133.997 177.811
8K 131.251 176.642
211.057 279.308
16K 209.253 277.036
346.217 468.223
32K 338.988 464.981
590.106 797.708
oaK 579.892 789.265
785.799 1431.750
128K 780.279 1428.318
1797.997 2353.910
236K 1788.102 2349.078
3898.267 4547.846
>12K 3887.887 4540.938
7689.777 9237.144
M 7680.099 9230.285

The result of the Hamming Distance test for the modified

Rabbit and Rabbit encryption

algorithms is shown in Table 4, where the test was conducted on texts of various sizes measured in
bytes. The data in the table reveals that, in general, the Modified Rabbit algorithm produces a higher
Hamming Distance compared to the Rabbit algorithm. This implies that the Modified Rabbit
algorithm generates encrypted messages that are more dissimilar to the original message compared to
the Rabbit algorithm. This suggests that the Modified Rabbit algorithm may offer better security as it
is more challenging to derive the original message from the encrypted message.

Table 4: Hamming Distance Results of Encryption for Modified Rabbit and Rabbit Algorithms

on Data of Different Sizes

Tt | M) |
128 447 310
256 927 735
512 1897 1477
1024 3698 2967
2048 7385 6198
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Table 5 presents the results of a data quality test for Modified Rabbit and Rabbit encryption
algorithms using various byte sizes of data. The table presents four metrics for evaluating the quality
of the encrypted data: Mean Square Error (MSE), Peak Signal-to-Noise Ratio (PSNR), Signal-to-
Noise Ratio (SNR), and Entropy.

Upon examining the results presented in the table, it is evident that the Modified Rabbit algorithm
generally outperforms the Rabbit algorithm on all byte sizes. Specifically, for all byte sizes tested, the
Modified Rabbit algorithm has higher MES and Entropy values, indicating better quality. Moreover,
the PSNR and SNR values of the Modified Rabbit algorithm are lower than those of the Rabbit
algorithm, indicating better quality in terms of the dissimilarity between the original data and the
encrypted data.

Table 5: Encryption data quality test for Modified Rabbit and Rabbit Algorithms using
Different Byte Sizes of Data

Byte Encryption alg. | mse PSNR SNR Entropy

Modified 997.33 0.412 1.686 3.816
128 Rabbit

Rabbit 946.16 0.533 1.895 3.522

Modified 998.88 0.698 1597 3.698
256 Rabbit

Rabbit 896.84 0.491 1.789 3.475

Modified 988.11 0.726 1.483 3.803
1024 Rabbit

Rabbit 886.40 0.634 1.899 3.521

Modified 1110.23 0.579 1.301 3.786
2048 Rabbit

Rabbit 868.05 0.628 1.998 3.450

Modified 1207.88 0.889 1.334 3.179
1M Rabbit

Rabbit 838.98 0.810 2.412 3.598

3. Conclusion

The proposed algorithm offers a highly effective and efficient approach to safeguarding data
transmitted over WSNs. The Modified Rabbit encryption algorithm, which employs a 4-D chaotic
system as a key generator, presents a robust and efficient solution for encrypting and decrypting data.
The algorithm’s ability to resist attacks from malicious entities attempting to break the encryption is
demonstrated by its sensitivity to minor changes in the key value. Additionally, the 4-D chaotic
system generates an expanded key space that renders brute force attacks practically infeasible, thereby
guaranteeing the confidentiality and integrity of the data. The recorded encryption and decryption
time of the data indicate that the algorithm is well-suited for real-time applications. The utilization of
a powerful encryption algorithm and the chaotic key generator enhances the security and efficiency of
the system. Notably, the modified Rabbit cipher algorithm’s encryption execution duration was lower
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than that of the original Rabbit algorithm, and the inclusion of chaos increased the randomness and
complexity of the cipher algorithm. Ultimately, the proposed encryption algorithm offers a reliable
solution for securing sensitive data in WSNS.

The proposed encryption algorithm passed all the NIST and other standard tests, indicating that it
is highly secure and suitable for practical use.
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